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About this publication

This book provides instructions for installing, configuring and operating OZSoft SAP Host Control Management Pack for
Microsoft System Center Operations Manager.



Introduction

0ZSoft SAP Host Control Management Pack for Microsoft System Center Operations Manager (SCOM) is an add-on to SAP
Management Pack that enables the monitoring of SAP Landscape utilizing SAP Host Control Infrastructure.

SAP Host Control Agents implement OS-level control and monitoring of local SAP Services, such as Internet Connection
Manager (ICM), J2EE Engines, Java Processes and DB Components.

The Base SAP Management Pack is required to be installed and licensed to use this Add-On Management pack.
The Management Pack does not require any additional software besides SCOM and SAP Host Control Agents.

0ZSoft SAP Host Control Management Pack enhances SAP Management Pack, extending its reach beyond CCMS and supporting
non-ABAP SAP Systems without the need for Solution Manager.



SAP Management Pack for Microsoft System Center Operations Manager

Architecture

The SAP Host Control Management Pack takes advantage of SAP Host Agent infrastructure and covers availability and
performance monitoring of non-ABAP SAP Services.

The diagram below illustrates how the Management Pack fits into SCOM Architecture.

Operations Manager Database & Data Warehouse

Management Server

SAP Connector

S

Operations Consoles

SAP Host MP

Managed Computers, Devices and Applications

Figure 1. Management Pack Architecture

SAP Host Control Management Pack is delivered as Management Pack Bundle and is imported into SCOM as a regular
Management Pack.

The Management Pack utilizes SAP Host Control Web Services interface and monitors SAP Host Agents remotely.

The Host Control Management Pack is complementary to the core SAP Management Pack and can be used to monitor SAP via
Host Control interface concurrently with CCMS or the stand-alone non-ABAP SAP Systems (such as Java AS).
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Installation requirements

Microsoft System Center Operations Manager
Microsoft System Center Operations Manager 2012 SP1 or R2

SAP Host Control Agent

Host Control Agent version 7.00, Patch 96 or later.

SAP Host(s) User Account(s) authorized to communicate with SAP Host Agents:

For Microsoft Windows we recommend using a single domain user for all Host agents.
The user account(s) must be a member of:

On Linux: sapinst group
On Windows: SAP_LocalAdmin group

The web services provided by the SAP host agent are protected and can only be used by an authenticated caller. To
authorize users to access SAP host agent services the following need to be performed for all hosts to be monitored:

1. Open the following file:
Under Linux: /usr/sap/hostctrl/exe/host_profile
Under Microsoft Windows: C:\Program Files\SAP\hostctrl\exe\host_profile
2. Add the following parameter: service/admin_users
3. Add admin users as parameter values separated by a blank space (for example service/admin_users =<userl>
<user2> <user3>)
On Unix : service/admin_users = <userl> <user2>
On Windows : service/admin_users = [domain\]<userl> [domain\]<user2>
Save.
4. Restart SAP Host Agent with "/usr/sap/hostctrl/exe/saphostexec -restart" or "C:\Program
Files\SAP\hostctrl\exe\saphostexec.exe -restart"

Watcher Nodes

SCOM 2012 (R2) Management servers and Agents can be selected as watcher nodes. However, only SAP Host Control MP
Workflows can run on SCOM Agents. The core SAP MP workflows that deal with the data inserted by SAP Connector require DB
connection and can’t run on the Agents.

For SAP Host Control MP only the SCOM Agents, running on Windows Server 2012, are supported. SCOM Agents running on
Windows Server 2008 R2 and earlier run as CRL .NET 2.0 and unable to load Host Control MP’s Managed Module which requires
.NET 4.0 or later.



Installing Management Pack

Importing Management Pack into Operations manager
In the installation folder (C:\Program Files\OZSoft Consulting Corporation\SAP Management Pack) find scom sub-folder. In this
folder you will find ozsoft.host.mpb, ozsoft.host.monitoring.mp and ozsoft.host.dw.mp files.

Import these files into SCOM using Operations Console.



SAP Management Pack for Microsoft System Center Operations Manager

Configuring Management Pack

Define new SAP System
1. Logon to the Windows computer where the SAP Management Pack Connector is installed.
2. Launch the Management Pack Configuration.
3.  Switch to SAP Tab to configure SAP System connections

License | Service | SCOM | Fallover | Scheduing | Alert Fiters SAP
[+ - BE
D /| System ID Active Host Agert Description |
/w1 BW1 r 3 BW1 @ | X
7 HNA HNA i I HNA @ X
LN r r R/3 4.7 IDES =14
v W

7 mst I r MS1 =1
7 as Nas L N S T a8 x
Seve | Reset| Close

SAP Management Pack 40023220 Copyright  2007-2014 OZ Soft Consulting Corporation

Figure 2. SAP System Configurations

4. Add a new SAP configuration - click +] (New) button in SAP System tab.

Configuration 1D~ [LVM

Configuration Description ~ [LV
Configuration Active [
Host Agent Only v
Host Contrel | Maintenance Mode |

System D [LVM

HostName  [ozmaxdb

System Number [ 00

Ok | Concal|

Figure 3. Defining new SAP System
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10.
11.
12.

13.

14.
15.

Check Host Agent Only box:
Fill System ID, Host Name (or IP-address) and System Number fields. You can select the host name of any of SAP
System’s Application Servers - the Management Pack will discover all other Application Servers.
Click OK, the Save the configuration.
Make sure SAP Connector Service is running and wait for a few minutes (usually 5 minutes as configured in Failover
synchronization) until the SAP Connector creates the entry in SCOM.
Launch Operations Console, using an Account with Administrator role assigned.
Verify that the newly configured system appears in SAP\SAP System view
Switch to Administration Panel
Create Run As Account
a. Choose Simple Authentication Type
b.  Fill in user and password for the existing OS account as described in SAP Host Control Agent Requirements
c. Save the Run As Account
Assign Run As Account to Profile
a. Select Profiles and edit SAP Host Control Monitoring Account profile properties.
b.  Add previously created Run As Account to the profile, selecting either an the relevant SAP System or a
Group
c. Save the profile
Switch to Monitoring Panel
Assign Watcher Node:
a. Under SAP Connector folder click on Administration view

Administration - TESTO! - Operations Manager ===

Figure 4. Assigning Watcher Node

16.

b. Select the SAP System from the list
c. Select Watcher Node from the drop-down. This can be either a Resource Pool or a specific SCOM
Management Server. The Watcher Node determines where all SAP System’s Workflows will be executed.
You can also use this interface to assign SAP System monitored by SAP Connector to a specific Management
Server or a resource pool
d. Click Update button
The configuration is now complete. The Management Pack will perform the discovery of SAP System components,
which can take up to 15 minutes depending on the system configuration.

Delete SAP System

1.

Launch Operations Console, using an Account with Administrator role assigned.



SAP Management Pack for Microsoft System Center Operations Manager

2. Under SAP Connector folder click on Administration view

Fle Edit View Go Tasks Tools Help

L Jsewan~ _i%e

HATesks @ .

Monitoring <
+ [m Monitoring ~
UNIX/Linux Computers
1 [ Agentless Exception Monitoring
(4 Application oritoring
b @ Ase
b 3 Data Warehouse
b A Hana
b [ Microsoft AuditCollecion Serviees
b [ MicrosoftWindows Cliert
b [ MicrosoftWindows Server
b [ Network Monitoring
b [5] Operations Marager

) oxsotsapaverrdes
» Ch s
4 (3 52 Comector
Administraton
5ap Comector
[ CollectionPerormance
4 Events. >

Show o Hide Views..
New View »

7 Authoring
£ Administration

[ My Workspace

Administration

—

siD D Host Agent | Host Name LRemove Checked |
[ ces Es Ves orcesybase
O sw1 BW1 Yes ozbw01
[ HNA HNA czbwhana
[ nas Nds iwml2005
ozmaxdb
O LN

O mst

Ms1 ozsm7

System Number

Watcher Node

oztestDd. ozsoftcorp.com
oztestDd ozsoftcorp.com

oztestDd ozsoftcorp.com

Ready

Figure 5. Assign Watcher Node

3. Check the box for the SAP System(s) to be deleted
4. Click on Delete button

Troubleshooting

The Management Pack uses Windows Event Log is used to log the errors. Look for the events in Applications and Services

Logs\Operations Manager as seen in the figure below:

4] Event Viewer (Local)
b [ Custom Views
4 [ Windows Logs
Application
Security
] Setwp

] system

] Forwarded Events
4 [P Applications and Services Logs.
Hardware Events
Internet Explorer
Key Management Service
b ] Microsoft

] Operations Manager
OZsoft
Windows PowerShell

[} Subscriptions

Operations Manager  Numb:

ailable

12/9/2014 2:05:23 PM HealthService 7024 Health Service
12/9/2014 8:05:23 PM HealthService 7025 Health Service
12/9/2014©:05:23 PM HealthService 7023 Health Service
12/9/2014 8:05:23 PM HealthService 7026 Health Service
12/9/2014 2:05:23 PM OpsMgr Connector 21025 None
12/9/2014©:05:23 PM OpsMgr Connector 21024 Nene
12/9/20148:05:21 PM SAP J2EESession DataSource 0 None
12/9/2014 8:05:20 PM ASE Datasource DeadLocks 0 MNone

SAP J2EESession DataSource 0_Nore

12/9/20148:05:05 PM ]

Event 7028, HealthService

General | Details

Log Neme: Operations Manager
Source: HealthService

Event ID: 28

Level: Information

User: N/A

OpCode:

More Information: ~ Event Log Online Help

[All RunAs accounts for management group TESTO1 have the correct logon type.

Logged: 12/9/2014%:05:23 PM
Task Category: Health Service
Keywords:  Classic

Computer:  oztest0.ozsoftcorp.com

Figure 6. Management Pack Windows Event Log

The events related to SAP Host Control Management Pack typically have Source name starting with “SAP...”
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SAP Management Pack for Microsoft System Center Operations Manager

Using Management Pack

Discovery
The Management Pack discoveries are performed automatically - no manual configuration or actions are required.

SAP Systems and Components Navigation

The Host Control Management Pack re-uses SAP Management Pack folders and views. Operating this Management Pack is
completely transparent and complimentary to SAP Management Pack.

SAP Systems
The Management Pack discovers the actual Management Server the SAP System objects’ workflows are executed:

File Edit View Go Tasks Tools Help
[ lsearcnv . ¥iscope Taks | @ -
Monitoring < SAP Systems (7)
Background Jobs sap Adaptive
J2EE SAPDB DB2 &
5] BW Process Chains @ sib Watcher Node &9 Application &9 Engine @ e @ SR @ Server @ HANA
R rver & ¥ ¥ Enterprise
@] Performance Dashboard CES OZTESTO4 (€3 Critical & Critical (@) Healthy
T [ ew oZTESTO4 @ Heatthy
e HNA OZTESTO4 €9 Critical @ Healthy
4 | Dashboards N45 OZTEST04 /A Warning (@ Healthy
] Access points LvM OZTESTO4 Critical Health Health
¥ ¥
App Servers. LTN OZTESTO4 (@ Healthy
Basis. Ms1 OZTESTO4 @ Healthy (@) Healthy
DW test
| Fiesustom e
K I TR
Show or Hide Views.
New View »
Detail View v
‘! Monitoring ‘
2{ Authering ‘SAP System properties of BW1 A
& - Display Name BW1
i Administration Full Path Name BW1
Configuration ID BW1
m Roncpac sip BW1
. Client v
System Number )
Ready A

Figure 7. SAP Systems
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SAP Management Pack for Microsoft System Center Operations Manager

Application Servers
The Management Pack discovers all configured Application Servers

Q SAP Application Server properties of ozsm7_MS1_00 ~
Display Name ozsm7_MS1_00
Path Ms1
Object Display Mame ozsm7_MS1_00
Server Name ozsm7_MS1_00
Hostname ozsm7
System Number o0
IP Address
Operating System Windows NT
Operating System Version 6.1
Machine Type
Message Server sapdpD0
Workload Types DEUBSUZ_
Host Address 10.0.1.103
Part 3200
Features ABAP|JZEE|GATEWAY|MESSAGESERVER|ENQUE|ICMAN|IGS
Host Control Version 720300
Host Control Patch Level
v

Figure 8. AppServer Properties

Java Processes

The Management Pack discovers all defined Java Processes such as J2EE Engine (server<n>), ICM, Dispatcher and SDM.

Fle Edit Miew Go Tasks Iooks

L Jsoan~

Help

8 scope [PFind] BT @

< Java Processes (12)

B — T

J2EE Engines State @ Maintenan... Path 4 JavaProcessName  JavaProcessType  ClusterID
[ s2eE Semvices & critical CESozcesybase CES 00 serverd JEE Server 4600250
e Processes & Critical CES;ozcesybase_CES_00 icm IcM 4609220
Syt
— & critical CES;ozcesybase_CES_00 debugproxy Debug Proxy )
b (4 Pertormance Views
& Critical CES;sapnwceT3_CES_00 icm icm 4699220
b [d SAP Connector
» [ Syntnetc Transacton & Critical CES;sapnwceT3_CES_00 debugproxy Debug Proxy 0
> [ system Center agvisor & Critical CES;sapnwceT3_CES_00 serverd J2EE Server 4609250
» 7 UNIX/Linu Compuders (@ Heatthy LVM;ozmaxdh_LVIM_00 serverd J2EE Server 4036850
& 4 Web Application Transaction Marnitaring (@) Healthy LVM;ozmaxdb_LVM_00 icm IcM 4036820
b LA Windows Service And Process Monitoring & Critical LVM;ozmaxdb_LVM_00 debugproxy Debug Proxy 0
T = B ‘ (@ Heatthy MsT;025m7_MS1_00 DM SDM Server 0
(@ Heatthy MsT;025m7_MS1_00 dispatcher J2EE Dispatcher 9413900
Show or Hide Views..
(@ Heatthy MsT;025m7_MS1_00 senverd J2EE Server 9413950
New View »
- Detail View v
B vonitoring
z Authoring 3@ Application Server Java Process properties of serverd |
E - Display Name serverd
€ Admivisaton Ful e inhomars i ooseved
m iy Wor Java Process Name server0
ST Cluster ID 036850
. Java Process Type J2EE Server v
Ready

Figure 9. Java Processes
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SAP Management Pack for Microsoft System Center Operations Manager

J2EE Engines
The Management Pack discovers J2EE Engines and their relationship to the java Processes:

C@ 12EE Engine properties of ozmaxdb 00 Serv 4036850

Display Name ozmaxdb 00 Serv 4036850
Path VM

Object Display Name ozmaxdb 00 Serv 4036350
Engine 1D ozmaxdb 00 Serv 4036850
Host Name ozmaxdb

System Mumber 00

Type J2EE Server

Java Process Name  serverQ

Cluster ID 4036850

Figure 10. J2EE Engine Properties

Databases
The Management Pack discovers SAP databases such as Oracle, SQL Server, DB2, HANA, Sybase ASE and SAP DB (MaxDB):

File Edit View Go Tasks Tools Help
L seone . 4o e [ B @
Monitoring < Databases (7)
ST p— T L
&> |4 Operations Manager saLSever oo o2
racle
[ ozsotsap overrides State @ Path  Name DB Host DB Instance Name  Release @ g‘a:abase @ Tablespace (@] -
“ L3 5AP
] ALt LogicSstems @ Healthy LI Orcle [E— @ Healhy
. (@ Healthy BW1  Oracle ozbwd1 BW1 102010 (@) Healthy
Background Jobs (@ Healthy CES  Sybase ozcesybase  CES 15.7.0.008
&Y Process Chains (@ Healthy HNA  HANA imdbhdb HDB 1.00.073.00.0389160
Databases (@ Healthy VM SAPDB ozmaxdb VM 7.9.08.023
Performance Dashboard @ Healthy MS1  Microsoft SQL Server ozsm7 Ms1 11050580 (@ Healthy
[5E] 54 Systems @ Heatthy NS DB2 Universal Database for NT/UNIX  10.0.1.178  N45 09.01.0001 O Net moni..
[ff] Symihetic Moritoring
. pmnonrs
Show or Hide Vievis..
New View »
- Detail View v
B Monitoring
| 3 SAP DB System properties of Oracie ~
, N Display Name Oracle
b Adrinistration Full Path Name
m My War DB Name Oracle
e DB Host
. DB Fort v
DB Instance Name
Ready |

Figure 11. Databases
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Access Points
For each Application Server the Management Pack discovers all configured Access Points:

File Edit View Go Tasks Tools Help
Monitoring < Access Points (15)
Al Q Lookfor  [Lvm Find Now Clear
(&) Maintenan... State Path  Hostname Port Protocol Service A
@ Healthy LVM:ozmandb_LVM_00 1001120 50007 1iop icm
[ pwtest @ Healthy LVM:ozmaxdb_LVM_00 10.0.1.120 40080 HTTP igsmux
Filesyst
H'"K: e @ Healthy LVM:ozmandb_LVM_00 1001120 40002 165 igspw
ol
B 2tEergies @ Healthy LUM:ozmaxdb_LVM_00 1001120 50004 [ icm
ealt! l:0zmaxdb_| 1. X igsmux
2] o5t Services Healthy LUM: db_LVM_00 1001120 40000 165 g
E— @ Healthy LUM:czmaxdb_LVM_00 1001120 50013 HTTP sapstartsry
] systems @ Healthy LUM;ozmaxdb_LVM_01 1004120 3201 ENG enserver -
1+ 4 Performance Views (@) Healthy LVM;ozmaxdb_LVM_01 10.0.1.120 3001 MS msg_server
b L8 5AP Connector (@) Healthy LVM;ozmaxdb_LVM_01 10.0.1.120 3301 RFC gwrd
< 2 SuntheticTransaction 5 v (@) Healthy LVM:0zmaxdb_LVM_01 10.0.1.120 3101 HTTP msg_server
@ Healthy LVM;ozmaxdb_LVM_01 10.0.1.120 30114 HTTPS sapstartsry
Show or Hide Views.
@ Healthy LVM;ozmaxdb_LVM_01 10.0.1.120 50113 HTTP sapstartsry
New View » v
- Detail View )
Bl Wonitoring
2{ Authoring [3 SAP AccessPoint properties of icm:IIOP ~
o o Display Name icmilop
Q¢ Administration Full Path Name CES\ozcesybase_CES_00emaIOP
m Hostname 100171
Cliisr= Port 50007
. Protocol lioP v
Senvice icm
Ready

Figure 12. Access Points

File Systems
The Management Pack discovers App Servers’ File system:

Fle Edit View Go Tasks ITools Help
Monitoring < Filesystems (12)
App Servers @ state Path . Filesystem Name Filesystem Type  MountOptions. Remo... Device Export
Basis (@) Healthy | LMyozmaxdb_LVM_00  /mnt/backup nfs rw,addr=100.1.220 true 10.0.1.220:/backup
5 owitest 9 Critical  LVMjozmaxdb_LVM_00  /dev tmpfs Fw,mode=0755 false  udev
flesystoms (@ Healthy  LVMozmaxdb_LVM_00 / et3 rwacluser_xattr false  /dev/sdaZ
Health
R & Ciitical  LMozmaxdb LVM_00  /dev/shm tmpfs rw,relatime,mode=1777,size=10g false  tmpfs
) s2ce servies (@ Healthy  LyMozmaxdb LVM_00 /mnt/software nfs fw,addr=100.1.220 true 1001220/ software
J— (@ Healthy  LVMozmaxdb LVM_00 /media/SLES-11-5P3-DVD-x85_S407031_  is08660 0, nosuid,nodev,uid=0 false  /dev/siD
SEme 9 Ciitical  LVMozmaxdb_LVM_01 /dev tmpfs fw,mode=0755 falle  udev
1+ [ Performance Views (@) Healthy  LVMjozmaxdb_LVM_01 /mnt/software nfs w,addr=10.0.1.220 true 10.0.1.220:/software
b L4 SAP Connector (@) Healthy  LVM;ozmardb_LVM_01  / et3 rw, ach user_xattr false  /dev/sdaZ
. haa & Ciitical  LMozmaxdb LM 01 /dev/shm tmpfs rw,relatime,mode=1777,size=10g false  tmpfs
(@ Healthy  LyMozmaxdb LVM 01 /mnt/backup nfs fw,addr=100.1.220 true 10.0.1.220:/backup
Shaw or Hide Views.
(@ Healthy  LVMozmaxdb LVM 01 /media/SLES-11-5P3-DVD-x85 S407031__  iso2660 o, nosuid,nodev,uid=0 fale  Jdev/sD
New View »
Bl vonitoring
Detail View v
|/} Authoring
(\.“ [, % Application Server Filesystem properties of /mnt/backup ~
Display Name Jmnt/backup
m My Workspace FUll Path Name LVMozmaxdh_LVM_00Vmnt/backup
Filesystem Name /mnt/backup e
- Mountoptions 1w,2ddr=10.01.220
Ready E |

Figure 13. File Systems

Monitoring

The Management Pack includes a number of Performance and Availability monitors. Please use Health Explorer for specific
objects to view the associated monitors’ Knowledge Articles for more details. Please see objects’ Performance View for the full
list of collected Performance Counters. Custom monitors can be easily added per request.

Target Object Monitor Name Description Enabled
App Server CPU Load Average App Server CPU 5 Minutes Load Average Monitor

App Server CPU User App Server CPU Application Programs Utilization %

App Server ICM Queue Size App Server ICM Queue Size .

File System Filesystem Used File system Used space % Monitor .
Access Point Availability SAP Access Point Availability .
Java Process Restart Count SAP J2EE Process Restart Count Delta Monitor .
Java Process State SAP J2EE Process State Monitor .

Installation and User’s Guide 15




Java Process Error Count

SAP J2EE Process Error Count Monitor

Java Process Heap Status SAP J2EE Process VM Heap Status Monitor
Java Process Cache Size SAP J2EE Cache Size Monitor

J2EE Engine Corrupted Sessions SAP Corrupted J2EE Session Monitor

J2EE Application Status SAP J2EE Application Status Monitor

J2EE Service Status SAP J2EE Service Status Monitor

DB CPU 5 Minute Load-Average DB CPU 5 Minute Load-Average Monitor
DB Status DB Availability Monitor(status Running)
DB CPU User DB CPU Application Programs Utilization %

Table 1. Management Pack Monitors




Contact Information

You can contact OZSoft Consulting at the following e-mails addresses:

Technical support: support@ozsoft-consulting.com

Sales and Marketing: sales@ozsoft-consulting.com

You can also visit our web site at http://www.ozsoft-consulting.com for more information about 0ZSoft Consulting Corporation,

the SAP Performance Management Specialist


mailto:support@ozsoft-consulting.com
mailto:sales@ozsoft-consulting.com
http://www.ozsoft-consulting.com/
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